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It	covers	all	bit	positions	whose	binary	representation	includes	a	1	in	the	ith	position	except	the	position	of	ri.	Computer	EngineeringComputer	NetworkMCA	When	bits	are	transmitted	over	the	computer	network,	they	are	subject	to	get	corrupted	due	to	interference	and	network	problems.	Determining	the	positions	of	various	data	bits	and
redundancy	bits.	Let's	understand	the	Hamming	code	concept	with	an	example:	Let's	say	you	have	received	a	7-bit	Hamming	code	which	is	1011011.	This	method	corrects	the	error	by	finding	the	state	at	which	the	error	has	occurred.Determining	the	positions	of	redundancy	bitsTill	now,	we	know	the	exact	number	of	redundancy	bits	required	to	be
embedded	with	the	particular	data	unit.We	know	that	to	detect	errors	in	a	7	bit	code,	4	redundant	bits	are	required.Now,	the	next	task	is	to	determine	the	positions	at	which	these	redundancy	bits	will	be	placed	within	the	data	unit.•	These	redundancy	bits	are	placed	at	the	positions	which	correspond	to	the	power	of2.•	For	example	in	case	of	7	bit
data,	4	redundancy	bits	are	required,	so	making	total	number	of	bits	as	11.	Here,	(m	+	r)	indicates	location	of	an	error	in	each	of	( 	+	 )	bit	positions	and	one	additional	state	indicates	no	error.	Step	3:	Check	for	P4	but	while	checking	for	P4,	we	will	use	check	four	and	skip	four	method,	which	will	give	us	the	following	data	bits.	To	correct	the	errors,
use	the	following	steps:	Now	the	error	word	E	will	be:	Now	we	have	to	determine	the	decimal	value	of	this	error	word	101	which	is	5	(22	*1	+	21	*	0	+	20	*1	=	5).	The	corrupted	bits	leads	to	spurious	data	being	received	by	the	receiver	and	are	called	errors.Error-correcting	codes	(ECC)	are	a	sequence	of	numbers	generated	by	specific	algorithms	for
detecting	and	removing	errors	in	data	that	has	been	transmitted	over	noisy	channels.	Therefore	bit	number	7	contains	an	error.	These	redundant	bits	are	extra	bits	that	are	generated	and	inserted	at	specific	positions	in	the	message	itself	to	enable	error	detection	and	correction.	This	means	there	is	no	error.	All	this	is	done	to	ensure	that	the	data	bits
don't	get	damaged	and	if	they	do,	we	can	recover	them.	Step	1:	For	checking	parity	bit	P1,	use	check	one	and	skip	one	method,	which	means,	starting	from	P1	and	then	skip	P2,	take	D3	then	skip	P4	then	take	D5,	and	then	skip	D6	and	take	D7,	this	way	we	will	have	the	following	bits,	As	we	can	observe	the	total	number	of	bits	are	odd	so	we	will	write
the	value	of	parity	bit	as	P1	=	1.	First,	we	need	to	detect	whether	there	are	any	errors	in	this	received	hamming	code.	This	means	the	error	is	there.	To	correct	it,	just	invert	the	fifth	data	bit.	Calculating	the	number	of	redundancy	bits	required.	It	was	developed	by	R.W.	Hamming	for	error	correction.In	this	coding	method,	the	source	encodes	the
message	by	inserting	redundant	bits	within	the	message.	As	we	can	observe	that	the	number	of	1's	are	odd,	then	we	will	write	the	value	of	P4	=	1.	Posted	in	Internet	Security			LAST	UPDATED:	AUGUST	10,	2021	The	hamming	code	technique,	which	is	an	error-detection	and	error-correction	technique,	was	proposed	by	R.W.	Hamming.	To	correct	this
error,	bit	7	is	reversed	from	0	to	1.	The	two	types	of	parity	are	−Even	Parity	−	Here	the	total	number	of	bits	in	the	message	is	made	even.Odd	Parity	−	Here	the	total	number	of	bits	in	the	message	is	made	odd.Each	redundant	bit,	ri,	is	calculated	as	the	parity,	generally	even	parity,	based	upon	its	bit	position.	A	parity	bit	is	an	extra	bit	that	makes	the
number	of	1s	either	even	or	odd.	of	redundancy	bits	=	42.	But	remember	since	we	are	checking	for	P2,	so	we	have	to	start	our	count	from	P2	(P1	should	not	be	considered).	But	remember	since	we	are	checking	for	P4,	so	we	have	started	our	count	from	P4(P1	&	P2	should	not	be	considered).	So	the	correct	data	will	be:	Conclusion:	So	in	this	article,
we	have	seen	how	the	hamming	code	technique	works	for	error	detection	and	correction	in	a	data	packet	transmitted	over	a	network.	If	it	is	0,	there	is	no	error.	To	proceed	further	we	need	to	know	about	parity	bit,	which	is	a	bit	appended	to	the	data	bits	which	ensures	that	the	total	number	of	1's	are	even	(even	parity)	or	odd	(odd	parity).	Thus	data	1
0	0	1	1	1	0	0	1	0	1	with	be	transmitted.Error	Detection	&	Correction	Considering	a	case	of	above	discussed	example,	if	bit	number	7	has	been	changed	from	1	to	0.The	data	will	be	erroneous.Data	sent:	1	0	0	1	1	1	0	0	1	0	1Data	received:	1	00	1	0	1	00	1	0	1	(seventh	bit	changed)The	receive	takes	the	transmission	and	recalculates	four	new	VRCs	using
the	same	set	of	bits	used	by	sender	plus	the	relevant	parity	(r)	bit	for	each	set	as	shown	in	fig.Then	it	assembles	the	new	parity	values	into	a	binary	number	in	order	of	r	position	(r8,	r4,	r2,	r1).In	this	example,	this	step	gives	us	the	binary	number	0111.	Published	on	31-Dec-2018	11:17:04	Hamming	code	is	technique	developed	by	R.W.	Hamming	for
error	correction.	Hamming	Code:	Error	Correction	Since	we	found	that	received	code	has	an	error,	so	now	we	must	correct	them.	What	is	Parity	Bit?	They	are	referred	in	the	rest	of	this	text	as	r1	(at	position	1),	r2	(at	position	2),	r3	(at	position	4),	r4	(at	position	8)	and	so	on.Step	3	−	Calculating	the	values	of	each	redundant	bit.The	redundant	bits	are
parity	bits.	This	corresponds	to	decimal	7.	As	we	can	observe	that	the	number	of	1's	are	even,	then	we	will	write	the	value	of	P2	=	0.	Error	correcting	codes	ascertain	the	exact	number	of	bits	that	has	been	corrupted	and	the	location	of	the	corrupted	bits,	within	the	limitations	in	algorithm.ECCs	can	be	broadly	categorized	into	two	types	−Block	codes
−	The	message	is	divided	into	fixed-sized	blocks	of	bits,	to	which	redundant	bits	are	added	for	error	detection	or	correction.Convolutional	codes	−	The	message	comprises	of	data	streams	of	arbitrary	length	and	parity	symbols	are	generated	by	the	sliding	application	of	a	Boolean	function	to	the	data	stream.Hamming	CodeHamming	code	is	a	block
code	that	is	capable	of	detecting	up	to	two	simultaneous	bit	errors	and	correcting	single-bit	errors.	rl	is	the	VRC	bit	for	one	combination	of	data	bits,	r2	is	the	VRC	for	another	combination	of	data	bits	and	so	on.•	Each	data	bit	may	be	included	in	more	than	one	VRC	calculation.•	rl	bit	is	calculated	using	all	bits	positions	whose	binary	representation
includes	a	1	in	the	rightmost	position.•	r2	bit	calculated	using	all	the	bit	positions	with	a	1	in	the	second	position	and	so	on.•	Therefore	the	various	r	bits	are	parity	bits	for	different	combination	of	bits.The	various	combinations	are:	rl	:	bits	1,3,5,	7,	9,	11r2	:	bits	2,	3,	6,	7,	10,	11r4	:	bits	4,	5,	6,	7r8	:	bits	8,	9,	10,	11Example	of	Hamming	Code
Generation	Suppose	a	binary	data	1001101	is	to	be	transmitted.	From	the	formula	we	can	make	out	that	there	are	4	data	bits	and	3	redundancy	bits,	referring	to	the	received	7-bit	hamming	code.	The	bit	is	flipped	to	get	the	correct	message.	Otherwise,	the	decimal	value	gives	the	bit	position	which	has	error.	To	implement	hamming	code	for	this,
following	steps	are	used:1.	The	redundancy	bits	are	placed	in	position	1,	2,	4	and	8	as	shown	in	fig.	We	get	E	=	5,	which	states	that	the	error	is	in	the	fifth	data	bit.	The	redundant	bits	are	some	extra	binary	bits	that	are	not	part	of	the	original	data,	but	they	are	generated	&	added	to	the	original	data	bit.	Thus	−r1	is	the	parity	bit	for	all	data	bits	in
positions	whose	binary	representation	includes	a	1	in	the	least	significant	position	excluding	1	(3,	5,	7,	9,	11	and	so	on)r2	is	the	parity	bit	for	all	data	bits	in	positions	whose	binary	representation	includes	a	1	in	the	position	2	from	right	except	2	(3,	6,	7,	10,	11	and	so	on)r3	is	the	parity	bit	for	all	data	bits	in	positions	whose	binary	representation
includes	a	1	in	the	position	3	from	right	except	4	(5-7,	12-15,	20-23	and	so	on)Decoding	a	message	in	Hamming	CodeOnce	the	receiver	gets	an	incoming	message,	it	performs	recalculations	to	detect	errors	and	correct	them.	Since,	r 	bits	can	indicate	2r 	states,	2r 	must	be	at	least	equal	to	(m	+	r	+	1).	For	example,	if	c1c2c3c4	=	1001,	it	implies	that
the	data	bit	at	position	9,	decimal	equivalent	of	1001,	has	error.	So,	from	the	above	parity	analysis,	P1	&	P4	are	not	equal	to	0,	so	we	can	clearly	say	that	the	received	hamming	code	has	errors.	Now	the	question	arises,	how	do	we	determine	the	number	of	redundant	bits	to	be	added?	The	following	image	will	help	in	visualizing	the	received	hamming
code	of	7	bits.	Since	number	of	data	bits	is	7,	the	value	of	r	is	calculated	as2r	>	m	+	r	+	124	>	7	+	4	+	1Therefore	no.	Thus	the	following	equation	should	hold		2r	≥	m+r+1Step	2	−	Positioning	the	redundant	bits.The	r	redundant	bits	placed	at	bit	positions	of	powers	of	2,	i.e.	1,	2,	4,	8,	16	etc.	Generating	parity	information	•	In	Hamming	code,	each	r
bit	is	the	VRC	for	one	combination	of	data	bits.	Step	2:	Check	for	P2	but	while	checking	for	P2,	we	will	use	check	two	and	skip	two	method,	which	will	give	us	the	following	data	bits.	Whenever	a	data	packet	is	transmitted	over	a	network,	there	are	possibilities	that	the	data	bits	may	get	lost	or	damaged	during	transmission.	When	the	destination
receives	this	message,	it	performs	recalculations	to	detect	errors	and	find	the	bit	position	that	has	error.Encoding	a	message	by	Hamming	CodeThe	procedure	used	by	the	sender	to	encode	the	message	encompasses	the	following	steps	−Step	1	−	Calculation	of	the	number	of	redundant	bits.Step	2	−	Positioning	the	redundant	bits.Step	3	−	Calculating
the	values	of	each	redundant	bit.Once	the	redundant	bits	are	embedded	within	the	message,	this	is	sent	to	the	user.Step	1	−	Calculation	of	the	number	of	redundant	bits.If	the	message	contains	m number	of	data	bits,	r number	of	redundant	bits	are	added	to	it	so	that	m 	is	able	to	indicate	at	least	(m	+	r+	1)	different	states.	First,	let	us	talk	about
the	redundant	bits.	The	various	r	bits	are	placed	at	the	position	that	corresponds	to	the	power	of	2	i.e.	1,	2,	4,	84.	Hamming	Code:	Error	Detection	As	we	go	through	the	example,	the	first	step	is	to	identify	the	bit	position	of	the	data	&	all	the	bit	positions	which	are	powers	of	2	are	marked	as	parity	bits	(e.g.	1,	2,	4,	8,	etc.).	You	may	also	like:	Error
Correction	in	Computer	Networks	Types	of	Network	Topology	Flow	Control	-	STOP	&	WAIT	and	STOP	&	WAIT	ARQ	Protocol	Introduction	To	Network	Programming	Thusc1	=	parity(1,	3,	5,	7,	9,	11	and	so	on)c2	=	parity(2,	3,	6,	7,	10,	11	and	so	on)c3	=	parity(4-7,	12-15,	20-23	and	so	on)Step	4	−	Error	detection	and	correctionThe	decimal	equivalent	of
the	parity	bits	binary	values	is	calculated.	This	means	error	is	there.	We	use	the	formula,	2r	>=	m+r+1;	where	r	=	redundant	bit	&	m	=	data	bit.	The	steps	for	recalculation	are	−Step	1	−	Calculation	of	the	number	of	redundant	bits.Step	2	−	Positioning	the	redundant	bits.Step	3	−	Parity	checking.Step	4	−	Error	detection	and	correctionStep	1	−
Calculation	of	the	number	of	redundant	bitsUsing	the	same	formula	as	in	encoding,	the	number	of	redundant	bits	are	ascertained.2r	≥	m	+	r	+	1	where	m	is	the	number	of	data	bits	and	r	is	the	number	of	redundant	bits.Step	2	−	Positioning	the	redundant	bitsThe	r	redundant	bits	placed	at	bit	positions	of	powers	of	2,	i.e.	1,	2,	4,	8,	16	etc.Step	3	−
Parity	checkingParity	bits	are	calculated	based	upon	the	data	bits	and	the	redundant	bits	using	the	same	rule	as	during	generation	of	c1,c2	,c3	,c4	etc.	While	checking	the	parity,	if	the	total	number	of	1's	are	odd	then	write	the	value	of	parity	bit	P1(or	P2	etc.)	as	1	(which	means	the	error	is	there	)	and	if	it	is	even	then	the	value	of	parity	bit	is	0	(which
means	no	error).
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